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PCI and HIPAA
	 It is a challenge in most countries to protect and secure personal medical information, but thanks to most insurance companies, at least some of the services are covered within their premiums. The most concerning matter comes in when individuals want to store and protect their medical information from being accessed by other persons. Therefore, federal laws have been enacted to filter out qualified personnel handling health information of anyone to have security and policies safeguarding health records and medical data, either in electronic, paper, or oral format. The article below reviews Payment Card Industry (PCI) and Health Insurance Portability and Accountability Act (HIPAA) compliance and their roles in small businesses.
PCI and its importance to small businesses.
	Payment Card Industry compliance is a factor a company or business offering credit services has to know. Still, in most business operators, the knowledge of PCI is either lacking or not followed due to negligence.  PCI is a set of both operational and technical standards businesses comply with to protect and secure the data provided by credit card owners and transmitted while in transactions (Boese IV, 2020, p. 5). Generally, PCI compliance is the main component of the security protocol of credit card firms. In small businesses PCI is useful in the identification of the best credit card services companies to choose from while maintaining high levels of integrity in doing business.
Reasons for compliance to PCI by small businesses
	Small businesses need to comply to PCI because of several reasons that may influence their performance. PCI compliance is critical in small businesses as way of keeping their reputation high. PCI compliance in small businesses is essential in the elimination of liabilities such as credit card information theft (Boese IV, 2020, p. 17). For example, the regulations have layered security systems that comprise both physical and virtual protection which is important in safeguarding customer’s information. Another example, is that the protocols provided in PCI can be helpful in small businesses in describing the adequacy and safety in processing, storing, and transmitting card data at any point a customer pays at your company. The main idea here is the elimination of both data theft and fraud. Consequently, PCI compliance makes your business a trustworthy place to transact.
Ramifications of noncompliance to PCI to small businesses
	Small businesses' noncompliance to these standards and protocols set by PCI is not limited to a good number of reasons. It useful especially when dealing with credit card transactions in their firm from hefty fines and headaches (Boese IV, 2020, p. 22).  For example, gaining customers' trust is an essential factor of any business operation; thus, small business compliance to PCI protocols boosts the morale and confidence of transacting with their credit cards. Dealing with PCI compliance violations is one of the consequences a company has to endure whenever the guidelines are not duly followed by businesses. Another example, more resources may be allocated by firms in dealing with fraud and data theft challenges, thus lowering the business's reputation. It is not economical while doing business of any kind. 
HPIAA
	HIPAA is a federal law used in the US healthcare systems to protect and safeguard health information. It is subdivided into main categories as; Privacy Rules and Security Rules (Edemekong, Annamaraju, & Haydel, 2018, p. 15). HIPAA privacy rule is concerned with protecting health information of any medium, while HIPAA security rules protecting electronic health information. Compliance with these rules requires that a company or business meet the requirements of integrity, accountability, confidentiality, and availability set in the Security and Privacy Rules. As a way of ensuring enforcement of HIPAA, administrative actions such as risk analyses, physical protection like access to facilities, and technical controls like cybersecurity software must be put in place in our small businesses.
Entities covered under HPIAA
	The entities covered in HIPAA guidelines and regulations are usually referred to as covered entities. They include; health plans, healthcare providers, and healthcare clearinghouses (Edemekong et al., 2018, p. 23). Health plans are the entities that are involved in the planning of healthcare management and service provisions, such as insurance companies, firm health plans, and government programs that generally pay for healthcare. Healthcare providers are the entities that conduct business electronically, i.e., pharmacies, doctors, hospitals, and nursing homes. Healthcare Clearinghouses are entities that are engaged in acquisition of health care information and processing from nonstandard health data to standard i.e., data content
Information protected under HIPAA
	Protection and safeguarding of health information is the primary goal of HIPAA; to do so, business owners need to understand the information that is protected. The following is a list of the data covered in HIPAA (Edemekong et al., 2018, p. 31): 
· Information put in your medical records by your nurses, doctors, and other medical practitioner; 
· Personal conversation between you and the doctor concerning your care or how nurses and others treat you;
· Health insurer information of their computer systems;
· Billing information at the clinic;
· Any healthcare data that links the patient to the identifier of the healthcare information;
·  Most likely any other information held in place by the people that comply to these rules.
Administrative requirements in HIPAA
	The administrative requirements provided by HIPAA are policies and guidelines designed to reflect how any entity complies with the act .They comprise of the following list (Edemekong et al., 2018, p. 40): 
· Privacy procedures and designated privacy officer; 
· Identification and restriction of employees that have access to electronic health information, access to the establishment, authorization, termination, and modification of patient information;
·  Appropriate training in handling of PHI; 
· back up data and disaster recovery systems; 
· Internal auditing
· Documentation to ensure accountability in case of a security breach.
Conclusion 
	Having a clear look at the set rules and regulations that govern these laws is vital for any business. Small businesses thus help in eliminating the harsh consequences.  Protection of customer's information who frequently use credit card facilities should be a priority for small businesses since it aids in the development and growth of their reputation in the competitive market. Knowing the information protected and entities covered in HIPAA is essential while trying to set up a new business in the pharmaceutical industry. To comply with the set regulations and protocols in Security and Privacy Rules, small businesses need to follow the administrative requirements provided in HIPAA. 
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